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Abstract—Most of the proposed mechanisms that integrate
MANET:s into the Internet utilize a dedicated entity acting as the
Internet Gateway. This demand prevents MANET from
operating in scenarios prepared for one-hop Wireless LAN where
a Gateway is not pre-installed. One possible solution is described
in the mobile multi-gateway support that temporally transfers the
gateway functionalities to a component of the MANET residing in
the coverage area of the Access Router. Since no mobility
restriction is imposed on the terminal acting as the Internet
Gateway, a self-configuring technique must be applied to
sequentially configure the successive terminals that play the role
of the Gateway. However, this distributed algorithm shows a
main drawback as the switching of the gateway functionalities
between the nodes provokes the existence of periods where no
Internet gateway is configured, i.e. where the MANET remains
isolated and thus, the network performance degrades. In order to
reduce these intervals a new technique has been developed. By
means of simulations, the benefits of the modified mechanism
compared to the normal procedure have been demonstrated.

Index Terms—Ad hoc networks, Gateway, Internet, MANET,
Mobile, Network.

I. INTRODUCTION

he initial study of Mobile Ad hoc NETworks (MANETS)

was focused on the concept of mobile devices that

intercommunicate without the use of any previously
deployed infrastructure. The presentation of new services
associated to the nomadic and pervasive computing has
extended this previous idea. Thus, nowadays it is necessary to
complete the developed theory related to MANETS in order to
incorporate new mechanisms that provide access to the
Internet in multi-hop wireless networks. In this sense, a
mandatory step is the incorporation of an Access Router that
acts as the interface between the wireless medium and the
wired IP network. However, the introduction of a router is not
sufficient as connecting MANET terminals to the exterior
demands the consideration of some other technological issues.
Firstly, any mobile node requires a global IPv6 address in
order to be reachable from external networks. To ensure the
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Internet hierarchical scheme, an entity must be responsible for
providing the necessary information to enable mobile nodes to
get an appropriate IPv6 address. This functionality could be
associated to a dedicated entity, as in DHCP (Dynamic Host
Configuration Protocol), which supplies the IPv6 global
address to all the terminals within a specific domain [1].
Although this strategy has been proposed in several
mechanisms, it presents a main drawback: its need for
additional equipment (a centralized entity), which restricts the
scenarios where MANET could operate [2] [3] [4] [5].

A solution to suppress this equipment is based on the
stateless address auto-configuration. Under this scheme, the
Access Router periodically sends Router Advertisements (RA
messages) containing all the prefixes that it can process [6].
The terminals requiring a global IPv6 address concatenate a
random value, for example the EUI-64 MAC identifier, to the
prefix to be utilized [7]. This operation does not ensure the
uniqueness of the address as in the previous strategy.
Therefore, the mobile nodes should initiate a Duplicate
Address Detection (DAD) to confirm that the selected address
is not in use by other node [8] [9].

The reception of RA messages also allows mobile nodes to
know the domain where they reside. When a terminal detects
changes in the RA messages it assumes to be moved to
another domain. Consequently, it initiates the corresponding
procedures to continue the on-going sessions. In the IPv6
context, the Mobile IPv6 technology specifies the procedures
to communicate meanwhile changes in the point of attachment
are present [10].

Therefore, RA messages are crucial to ensure the global
connectivity of mobile nodes as their information is employed
in the address auto-configuration procedures of nodes as well
as in the Mobile IP technology. However, the RA messages
belong to the Neighbor Discovery protocol (NDP), which
limits the sending of its associated messages to one hop [6]. In
multi-hop wireless LAN where mobile nodes could be several
hops away from the Access Router the one-hop restriction is a
strong inconvenience. To solve this limitation, an extra
element must be introduced in the MANET. This new device
is in charge of propagating the information contained in the
RA messages by means of the diffusion of Modified Router
Advertisements (MRA messages), which are not one hop
restricted [11]. This element also complements the Access
Router capabilities as it includes the ad hoc routing
functionalities that are not present in the Access Router. Due
to this ability, this element is called the Internet Gateway. In



most of the published solutions to integrate MANETS into the
Internet, the Gateway is considered to be a dedicated entity
that must be previously installed in those scenarios where ad
hoc networks are going to be deployed [11] [12] [13]. This
prevision does not follow the MANET essence, i.e. to operate
anywhere and anytime in a self-configuring and decentralised
way. In order to overcome this restriction, mobile multi-
gateway support could be applied [14]. In this solution,
gateways functionalities are temporally transferred to a
MANET node that is situated inside the coverage area of the
Access Router. The intrinsic mobile nature of the ad hoc
nodes requires that as soon as the Gateway leaves this
coverage area, a new terminal must be selected to run the
Gateway functionalities, so that successive terminals play the
role of the Internet Gateway sequentially.

Certainly, the transfer of the gateway role adds the
flexibility to integrate multi-hop ad hoc networks into the
Internet in scenarios equipped for one-hop Wireless LAN but,
on the contrary, this mechanism implies the existence of some
intervals of time where no gateway is configured, and, as a
consequence, the MANET remains isolated. These periods
may provoke important deterioration of the network
performance. In order to reduce these intervals, a new
technique for the gateway switching is presented in this paper.

The remainder of this paper is organized as follows. In
section II, we summarize the main characteristics of the mobile
multi-gateway support. Section III describes the gateway
switching operation and the proposed modification to reduce
the switching time. By means of simulations presented in
Section IV, we show the improvements associated to the
utilization of the new switching technique. Finally, in Section
V, we present the conclusions and the future research lines.

II. MOBILE MULTI-GATEWAY SUPPORT

The mobile multi-gateway support is intended to simplify
the restrictions related to heterogeneous environments where
multi-hop ad hoc networks may coexist with fixed networks.
By the transfer of Gateway functionalities to a MANET node,
the introduction of a dedicated and pre-installed Gateway is
suppressed. Thus, this mechanism increases the number of
scenarios where MANETSs can operate. The solution is
planned for coverage area extensions in cellular networks
where mobile nodes belonging to the same ad hoc network
communicate among them without the use of any previously
deployed network. However, the communication with external
host demands the utilization of a MANET node acting as the
Gateway that is neither provided nor controlled by the
telecommunication operator. Moreover, this support could be
also appropriate for automotive scenarios where a vehicle
temporally connects to a petrol station or to an UMTS access
and it performs the Gateway functionalities for some other
vehicles [15]. In both situations the element playing the role
of gateway can freely move, even to some areas where it
could not function as the Internet Gateway any longer. The
methods of selecting the node to operate as Gateway as well
as the treatment associated to its mobility are the main
concerns of this proposal. Among all the devices that are in
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the coverage area of the Access Router (those that could
operate as Gateway) one of them is temporally selected to
behave as the Internet Gateway. This node is called the
Default Gateway (DG) meanwhile the rest of the terminals
sited in the abovementioned zone are referred as the Candidate
Gateways (CG). Therefore, at a certain instant of time, one
DG and none or multiple CGs could coexist.

All the Gateways (Default or Candidate) receive RA
messages generated by the Access Router each RA interval.
However, only the DG is responsible for propagating the
received information from the Access Router. With this
purpose, the DG periodically broadcasts MRA (Modified
Router Advertisement) messages that can be forwarded
through multiple hops. The period for this emission is fixed to
a constant value called the MRA interval. By the reception of
the MRA message, the mobile devices can auto-configure
their global IPv6 address and update their correspondent route
to the DG. When the terminal generates traffic for external
hosts, it will forward the packets to the DG using this route.
On the other hand, when the Access Router receives packets
whose destination is a MANET component, it will forward the
packets to the DG, which will initiate the ad hoc routing
procedures to the destination ad hoc node.

The information contained in the MRA messages is
considered to be valid during a period of time defined by its
lifetime field. Before this time expires, the mobile nodes
expect to receive a new MRA message. While the DG stays in
the coverage area of the Access Router, the nodes in the
MANET periodically receive the MRA message every MRA
interval. However, as no mobility constraint is forced on the
DG, it could escape from the coverage area and it disables its
gateway functionalities immediately. By stopping the emission
of MRA messages, the rest of the mobile nodes will assume
that there is no DG configured as they do not receive an
expected MRA message. At that moment, the CGs should
initiate the gateway selection procedure. This procedure is a
distributed algorithm that respects the MANET philosophy as
it does not require any centralised entity to select the future
DG. Under this mechanism CGs start a random internal timer.
When this random time is over, the CGs check if they have
received any MRA message since the timer was started. The
reception of a MRA would imply the presence of a new DG,
and consequently, the CG will not configure itself as the DG.
In other case, the CG will automatically configure itself as the
new DG. To inform the MANET about its new role, it will
send a MRA message immediately.

Although it was not considered in the IETF Draft, this
technique may cause the configuration of several DGs at the
same time if the values of their random timers are very close or
the loss of MRA messages occurs. As only one DG may
operate in a MANET, there should be a new procedure to
ensure the uniqueness of this role. The authors of this paper
recommend the use of a simple algorithm based on the IPv6
address as a priority parameter for remaining as the DG: when
a DG receives a MRA message generated at a node with a
lower IPv6 address, it will stop its gateway functionalities. So,
it will give priority to the DG with a lower IPv6 address to



continue operating as the unique DG.

In order to reduce the load in the network, the mobile
devices in the MANET also apply this priority algorithm when
they receive multiple MRA messages. Although the reception
of MRA is also used for route updates, they would only
forward the message associated to the DG with a lower IPv6
address.

III. GATEWAY SWITCHING

The dynamic assignation of the default gateway
functionalities to a mobile node adds flexibility in the
procedures that integrate MANETs to external networks.
However, the transfer of the gateway functionalities introduces
the existence of intervals of time where no default gateway is
configured. During those intervals the mobile nodes are unable
to forward packets to the Internet, keeping them in an internal
finite queue. As a consequence of this buffering, those queued
packets will experiment a higher delay. Additionally, in those
situations where the interval is too high or no space is
available, packets will be dropped. Therefore, the switching
times are responsible for the degradation of the network
performance.

The normal or conventional procedure exposed in the IETF
Draft describes how gateway switching proceeds. The default
gateway notices that its role (and corresponding
functionalities) has expired when no RA message is received
after the corresponding period for the RA emission (RA
interval), which is explicitly defined in each RA message.
However, the candidate gateways will not initiate the
distributed process for selecting the new default gateway until
they detect no MRA message has been received during the
MRA interval. By following these specifications, the default
gateway does not interact with the rest of the nodes when it
detects to have escaped from the coverage area of the access
router. Therefore, this is a passive strategy for the gateway
switching.

In order to reduce the intervals where no DG is configured,
we propose an active switching strategy. The basic idea
consists of taking advantage from the detection that the default
gateway automatically performs when one expected RA
message is not received. At that moment, not only the default
gateway will stop its functionalities but it will also inform the
MANET about the expiration of its former state. Therefore,
those candidate gateways that receive this information will
start the auto-configuration process earlier in comparison to
the passive strategy. In addition, the mobile node acting as the
Default Gateway could complete this technique when it detects
that it is going to be switched off.

In the Figure 1 the concept related to active switching is
explained. In section (a), normal or conventional operation is
illustrated. MRA interval has been chosen to be the double of
the RA interval. On the other hand, section (b) illustrates an
example of conventional gateway switching. This switching
follows the normal procedure so that the dashed rectangle

represents the switching time, that is, the time when no DG is
configured. Although the DG knows that its role is expired, the
candidate gateways will not start the auto-configuration
process until they do not receive an expected MRA. The
optimization is shown in section (c). When the DG detects that
it is out of the coverage area of the access, it sends a
‘switching’” MRA notifying the candidate gateways its new
status. By receiving this message, the candidate gateways will
immediately proceed to the auto-configuration process for
selecting a new DG. Consequently, the switching time is
clearly reduced.

Aiming at not adding complexity to the mechanism, the
purpose was to develop the active strategy without defining
new types of messages or incorporating extra capabilities in
the access router. A simple reutilization of the modified router
advertisements satisfies these restrictions.
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Figure 2. Structure of RA and MRA messages

RA messages are defined by the NDP with the structure
shown in Figure 2 [6]. MRA messages may be implemented by
a slight modification of this message by activating the bit N or
Modified Router Advertisement Flag. When this bit is set, it
indicates that the Router Advertisement is intended for
MANET nodes so it can be sent over multiple MANET hops
[11].

According to the specifications, in this NDP header, the
router lifetime (RA interval) field defines the lifetime
associated to the default router [6]. In the MANET context
(that is to say, for the MRA messages), this field describes the
lifetime of the default gateway (time from the reception of the
MRA to the following expected MRA). Making this field
equal to zero, the mobile nodes that receive the MRA message
will automatically assume that no default gateway is
configured in the network. Consequently, those nodes being
candidate gateways will immediately trigger the auto-
configuration process. In the networking area, the technique of
setting a lifetime field to zero has been utilized in some other
situations. For instance, the deletion of a binding in Mobile
IPv6 is based on this strategy [10].

Following the active switching technique, a default gateway
escaping from the coverage area of the access router sends a
MRA message with the route lifetime set to zero when it
detects that no RA message is received in the RA interval or
that it is going to be turned off. This MRA has been called a
switching MRA.

IV. SIMULATIONS

Due to the difficulties associated to real tests, the
improvements of active switching have been verified by the
use of simulations. It was necessary to develop a software
module that includes the conventional procedure of multi-
gateway support as well as the active technique. This module
has been integrated into the Network Simulator tool, ns-2.29
on Linux [16].

The simulation scenarios consider a 1500 m x 300 m area
where the access router is located in the center. The ad hoc
network is formed by 50 mobile nodes whose movements are
based on the commonly used Modified Random Way-Point
model [17]. To evaluate different mobility scenarios, we have
varied the maximum speed as shown in Table 1. In order to
reach stability in the results, nodes movements are initiated
with the Michigan Distribution Function [18].
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The traffic is associated to 10 CBR sources with a rate of 4
packets/second. The origin of the sources corresponds to a
mobile node from the MANET meanwhile the destination is a
device that belongs to a fixed network and must be accessed
through the access router.

Table 1 summarizes the parameters used in the simulations.

The performance of this mechanism has been quantified by
the estimation of the following parameters:

Percentage of Lost Packets. It is defined as the ratio
between the lost data packets and the data packets
generated by the sources in the MANET. In our case, the
number of packets that reach the corresponding Internet
node is equivalent to the number of data packets received
at the Access Router as neither loss nor delays are
assumed in the external Internet route.

End-To-End Delay. It represents the average value of the
time the received data packets take to reach the
destination from their origin. This parameter includes the
time the nodes stay in the internal queues, the
retransmissions at the MAC level, and the forwarding
through multiple intermediate nodes.

Normalized Overhead. It corresponds to the ratio between
the total control packets and the received data packets.
Each hop of the control packets is computed as a new
control packet.

Switching Time. It measures the sum of the gateway
switching times. A switching time is defined as the period
since a DG detects it has left the coverage area of the
access router until a new DG is configured. It has been
computed as a percentage over the global simulation time.

Table 1. Parameters of the simulations.

Simulation Area 1500 m x 300 m
Mobile nodes 50
Mobility pattern Maximum speed:

[3,4,5,6,7,8,9,10,11,12] m/s.
Minimum speed = 1 m/s
Pause Time : 0 seconds

10 CBR sources
Rate = 4 packets/s
Packet size=512 B

Traffic pattern

Simulation Time 1000 s
Transmission Range 250 m
Number of runs per | 3
point
Ad hoc protocol AODV
Local Repair Disabled
Link Layer Detection Enabled
Link Layer 802.11
RTS/CTS enabled
Internal Node Queue | 64 packets
MRA interval 5 seconds
RA interval 2 seconds
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Figure 3. Percentage of the Switching Time as a function of the maximum
speed.

The obtained data are represented in Figures 3, 4, 5 and 6.
To facilitate the understanding and to show the general
tendencies of the evaluated algorithms, the results of the
different simulations have been also interpolated through a
linear regression, resulting in the straight lines of the figures.

Figure 3 represents the percentage of time that the MANET
remains isolated as no mobile node is playing the role of the
Internet Gateway. This parameter is crucial for understanding
the performance of the ad hoc network. During these intervals,
the terminals are unable to exchange packets to exterior hosts
so they retain them in an internal queue until the node acquires
a route to the Default Gateway. Obviously, the stored packets
will experiment a higher delay. Additionally, due to the finite
length of the storage structure, packets are dropped if the
queue is full. In this figure, it is possible to notice that there is
a clear reduction of the switching time percentage when the
Active Switching technique is applied. Moreover, the active
switching decreases the variability of this parameter,
characteristic that allows the mobile multi-gateway mechanism
to support the integration in those scenarios with high node
mobility.

The reduction of the switching time will affect the rest of the
analyzed parameters, which are illustrated in the following
figures. The figures include the acquired results when the
method for integrating MANETS to the Internet is the Global
Connectivity in its proactive modality [19]. Under this scheme,
a fixed and dedicated entity is located in the coverage area of
the Access Router. Due to immobility of the Gateway, no
switching will take place. Therefore, the performance of this
mechanism is considered the theoretical limit that the mobile
multi-gateway support could reach under a completely
seamless switching. For comparison purposes, in the
simulations, the mobility patterns are the same for the three
considered mechanisms.
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Figure 4. Percentage of lost Packets as a function of the maximum speed.

Figure 4 shows the percentage of lost packets. It can be
observed that the highest amount of losses is related to the
normal procedure. The active switching technique reduces the
losses and approximates the performance to the optimum case,
i.e. when the global connectivity is applied and the presence of
a gateway is always guaranteed. As the utilized ad hoc
protocol is AODV, the losses occur when a mobile node
utilizes an invalid route or when the storage buffer is
completed before a new gateway is configured during the
switching. The active technique reduces the effects of these
two circumstances. Firstly, when nodes receive the switching
MRA, they automatically invalidate the route to the exterior.
On the other hand, the probability of completing their internal
queues is diminished when the switching time is decreased.

Certainly, only some packets that are sent during the
gateway switching will experiment significant changes due to
the application of the active technique if we exclusively
consider the losses. However, all these packets that are emitted
during the switchings periods will be delayed. Figure 5 shows
the End-to-End Delay associated to the data packets. The
active switching noticeably decreases the delay and
approximates the results to those obtained with the global
mechanism. This reduction is important as real-time
applications base their performance on this parameter.

The normalized overhead describes the control packets that
are necessary to send a data packet. For mobile devices that
are power constrained, it is of great interest to diminish this
parameter. Additionally, the increment of the load in the
network could produce wireless collisions. As it is shown in
Figure 6, the active switching technique reduces the control
load in the MANET. This effect is a consequence of the
decrement of the switching time. During this time, the ad hoc
nodes wishing to exchange packets to exterior hosts detect that
their routes to the Internet are invalid.
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Following the AODV procedures, they will solicit the route
by the emission of Route Requests. As the active switching
technique reduces the switching time, the number of Route
Requests that the nodes send is decreased. Moreover, as the
route to the Gateway is explicitly invalidated there will be a
reduction of the number of Route Error Messages.

V. CONCLUSIONS

In this paper, the mobile multi-gateway support has been
studied as a technique to provide access to the Internet in real
MANETS. This mechanism exhibits a principal shortcoming in
the gateway switching procedure as it may generate long
periods where no gateway is configured. A new strategy for

gateway switching has been presented. This strategy, which is
simple to develop, does not require the definition of new types
of messages.

The improvements associated to the performance metric are
clearly shown by means of simulations. The losses, the End-to-
End Delay as well as the control packets are noticeably
decreased. Additionally, the deviations of these parameters are
diminished when the mobility conditions of the network vary.
Therefore it could be possible to reduce the length of the
internal queues and, consequently, the cost of the mobile
devices.

The utilization of the active switching technique allows the
switching time to be independent of the interval of emission of
MRA messages. In order to reduce the control load in the
network, mainly caused by the MRA messages, this technique
could be also applied to implement the necessary procedures
to adapt the interval of emission of the MRA messages to the
mobility conditions of the nodes.
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